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APPENDIX - E :
MADURAI KAMARAJ UNIVERSITY_ s
(University with Potential for Excellence)

Syllabus for New Course in

B.Se. Computer Science (Digital Forensic Scicnce and Cyber Security)

(o]

TS

Semester Pattern — CBCS
( With effect from the academic year 2020-21 )

REGULATIONS, SCHEME OF EXAMINATION AND SYLLABUS

- Course Objectives:

To prepare the students to manage the software components in a computer

independently and to be a Programmer. :
To motivate the students to take up higher studies in Computer Science and other

streams.

Eligibility for Admission : A candidate should have studied +2 level Mathematics

with Physics as one of the subjects in the 10 + 2 stream. _
Duration of the Course ; The students shall undergo the prescribed course of study

for a period of not less than three academic year (Six semesters).

Medium of Instruction ;: English
Subjects/ Structure of Course Study : See Page No.2.
Scheme of Examinations/ Structure of Question Paper: : See Page No.3 to 6.

Detailed Syllabus: See Page No.7 onwards.

Eligibility for the Degree:

a) A candidate shall be eligible for the award of the degree on .completion of the
prescribed course of study and passing all the prescribed external examinations.

b) Attendance progress, internal examinations, conduct certificate from the Head of
the Institution shall be required for taking the external examination.

The passing minimum and the ranking are as per the existing rule of the Choice Based
Credit System for the affiliated college of the University. :

External - 27 Aggregate - 40, Practical - 21 Aggregate - 40, Project - 28 Aggregate - 40.

10.

Non-Mzjor Elective Courses to be offered by the Department of Computer Science to the
students othier than B.Sc. Computer Science.

1. NMET - Introduction 1o Computers and Office Automation.
2. NME2 - Introduction to Internet.
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(Subject / Structure of Course Study)

B.Sc. Computer Science (Digital Forensic Science and Cyber Security)
Choice Based Credit System — Semester Pattern

(With effect from the academic year 2020-2021) é?
Sem. Subjects ;‘
I TI6) | EN6) | CSI(4) | CS2(6) | ASI(#) | SBSI2) | VE@) \
131 12 [4] [4] Al | @ 2] =
n 26 | E26) | ¢S3@) | Cs46) | As24) | SBS2@) | EVS@) £
&) B [4] [4] 14 2] (] -
M | TX6) | EX6) | cS5(4) | cs6@4) | CS7(4) | ASI(®) | SBSI@) | i
Bl (3] [4] (3] [4] [4], 2] 5
v T4(6) E4(6) CS8(4) CS9(4) | CS10(4) AS‘(‘O SBS4(2) ::
B [3] 4] B3] [4] [4] 21 | 8=
A’} CS11(5) | CS12(5) | CS13(5) | CS14(6) | ESI(5) | NMEI(2) | SBS5(2) "‘.
[4] [ [ [4) [4] 2 21 1
Vi CS15(5) | CS16(6) | CS17(5) | ES2(5) ES3(5) | NME2(2) | SBS6(2) 5—.'
(4] [4] [4] [4] 51 2] I
Extension Activities (Seme;;_: :
TOTAL CR .: .--f-:
() — Number of Hours - [ ] = Number of Credits 5

0 Tamil ' B English
CS -  Core Subject AS - Allied Subjess®
SBS - Skill Based Subject NME - Non-Major £%|
ES - Elective Subject VE - Value Educaigy
EVS - Environmental Studies EA - Extension : (h
: ¥
. I SEMESTER 8
SNo | CODE Subject Hours | Credits | i’
Ty
i T1 | Tamil 6 3 3*
2 El | English 6 3 5
3 | CS1 |ProgramminginC Ao fis 4 =
4 CS2 | Lab 1 : Programming in C 6 + “':
5 | ASI | Mathematical Foundations I 4 i | &=
6 | SBSI | Lab 2: Office Automation 2 2 |
7 VE | Value Education 2 2 %

Total 30 2. i
2
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11 SEMESTER |
= Credits | Internal | Exteryy,
Hours
Subject Marks Marks
SNo | CODE
o) e oy
; T2 | Tamil = o [ ol el 75
2 E2 _| English 5 N REy 25 75
ithms 40
3 CS3 | Data Structures and Computer Algorithms 6 4 40 60
4 cs4 | Lab 3: Data Structures and Computer 3
Algorithms Lab 25 75
5 AS2 | Mathematical Foundations II e , 60—-‘
6 SBS2 | Lab 4: Operating Systems Lab s 7—“*5
T EVS | Environmental Studies 2 222
Total 30 .
111 SEMESTER
Subiject Hours | Credits | Internal | K¥xternal
Sl (A0 s Marks | Marks
1 T3 | Tamil 6 3 25 75
2 E3 | English 3 25 75
CS5 | Operating System Design and 4 25 7o |
Implementation 3
4 CS6 | Lab 5 : Operating System Design - 3 40 60
and Implementation |
!
5 CS7 | Digital Principles and Computer 4 & 25 15
Organization
AS3 | Resource Management Techniques 25 75 |
SBS3 | Lab 6: Multimedia s 40 60 \
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- 51 PELIE
S NnT CODE Subject Hours | Credits 11\2:
1 T4 Tamil 6 3
2 E4 English 6 3 4
3 CS8 _ | Ethical Hacking Fundamentals 4 . 4 y
4 CS9 | Lab 7: Ethical Hacking 4 3 4
5 | CSI10 | Data Communication and 4 4 2
Computer Networks
6 AS4 | Numerical Methods ;t'" 4
7 SBS4 | Lab 8: PHP Programming
8 EA | Extension Activities 1
Total 30 24
V SEMESTER
SNo | CODE Subject Hours | Crediis
1 CS11 | Relational Database ' 4
“| Management Systems
2 CS12 | Computer Forensics and. ; < §
_ Investigation o 8
3 CS13 | Software Engineering e ;
4 CS14 | Lab 9 : Computer Forensics 0 §
5 1. Fundamentals.of Information
> ESI Security, e * 1
2. Basic Principles of Forensic ' |
cience and Mathematics.
3» Basic Statistical Methods for
“Computing, B
SBS5 | Lab 10; Python Programmirlg/ 20 2
NMEI _ | Introduction to Computers and |
Office Automatien, : -;




VI SEMESTER
SN i —-m?ltﬂ Internal | External
o | CODE Subject Hours | C = Marks
I | CSIS | Technological Methods in 5 R i
Forensic Science .
2 | CS16 |Lab11: Web Applications 6 4 40 60
Security.
3 CS17 Cryptography 25 {' 75
gsy | L. Cyber Criminology. 5 5 4 25 75
2. Case Studies and Report writing
in Cyber Crimes.
3. Mobile, Wireless and VOIP
Security.
ES3 | Project Work / Viva-Voce 25 75
SBS6 | Quantitative Aptitude 2 2 25 15
NME2 | Introduction to Internet 2 2 25 75
Total 30 25
Scheme of Examination /Question Paper Pattern
2 Scheme of Evaluation
~ Theory Subjects Question Paper Pattern
Time: 3 Hours Max. Marks: 75

Part— A : Answer all the questions (10*1=10)
Ten Questions, two questions from each Unit: Multiple Choice Questions -
Part — B : Answer all the questions (5*7=35)

Five Questions, one question set from cach Unit: Either ...Or... fype

Part— C : Answer any three questions  (3*10=30)

I £ Five Questions. one question from each Unit e

' Practical Subjects:

A candidate has to prepare Algorithm / Procedure for both the questions covering bo
parts. The following list of parameters is taken into account for the evaluation 2% mtgitcl:;
examination. P

Total Marks: 100 (Internal: 40 marks,  Extemal: 60 Marks)
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UNIT-IIT : Arrays: One-Dimensional Arrays - Declaration, [Initialization = Two-
Dimensional Arrays — Multi-dimensional Arrays — Dynamic Arrays — Initialization. Strings:
Declaration, Initiu'liyminn of string variables — reading and writing strings — string handling
lunctions,

UNIT-IV: User-defined functions: N ced — multi-function programs — el ements of user
defined functions — definition — return values and their types — function calls, dccla@lion,
category — all types of arguments and return values — nesting of functions — recursion —
passing arrays, strings to functions — scope visibility and life time of variables. Structures and
Unions: Defining a structure — declaring a structure variable — accessing structure members —
initialization — copying and comparing — operation on individual members — array of
structures — arrays within structures — structures within structures — structures and functions —
unions — size of structures — bit ficlds.

UNIT-V : Pointers : Understanding Pointers, Accessing the address of a variable —
declaring, initialization of pointer variables aceessing a variable through its pointer — chain
of pointers — pointer increments and scale factors — pointers and character strings — pointers
as function arguments — pointers and structures. Files: Defining, opening, closing a file — 10
Operations on files — Error handling during 10 operations — command line arguments.

Text Book: o
Progmmming in ANSI C, E.Balagurusamy, 7" Edition, Tata Mc Graw Hill Publishing
Company, 2017.

Unit I : Chapters 1 (Except 1.3-1.7, 1.10-1.12), 2 (Except 2.9,2.13), 3 (Except 3.13)
Unit II : Chapters4 -6

Unit 111 : Chapters 7, 8 (Except 8.5, 8.6, 8.7, 8.9, 8.10)

UnitIV. : Chapters 9 (Except 9.20), 10

Unit V ¢ Chapters |1 (Except 1.8, 11.10, [1.12, 11.14, 11.15, 11.17), 12 (Except 12.6)

Reference Boolks:

1. Programming with C, Schaum’s Outline Series, Gottfried, Tata Mc Graw Hill, 2006.
2. Programming with ANSI and Turbo C , Ashok N. Kamthane , Pearson Education,
2006 .

H. Schildt, C: The Complete Reference, 4th Edition, TMH Edition, 2000.
: 4. Kanetkar Y., Let us C, BPB Pub., New Delhi, 1999.

EJJ

CS2: Lab 1: Programming in C
(Hours : 06 - eredits : 04)

Section A
Write a C Program to find the sum of digits.
Wirite a C Program to check whether a given number is Armstrong or not.
Write a C Program to check whether a given number is Prime or not.
Write a C Program to generate the Fibonacci series.
Write a C Program to display the given number is Adam number or not.
Write a C Program to print reverse of the given number and string,
Write a C Program to find minimum and maximum of ‘n’ numbers using array.
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in ascendi er.
8. Write a C Program to arrange the given num'hcr in dh“»n::;:fqurd
9. Write a C Program to add, subtract and multiply two ma 5.
by D ¢ NP
10. Write a C Program to caleulate NCR and NPR.

Section B . .
Write a C Program to find the grade ol a sludcnf using cl{;c |I'f!ad(:f:r. ,
Write a C Program to implement the various string h‘md“”% _unc '“n"j; o
Write a C Program to create an integer file and .tlmphy the :._v?n num ers only.
4. WritcaC l’m;gmm to calculate quadratic equation using ?W”f‘:h"-'l_-'“'-
5. WriteaC Prn;;rmn to implement the various string handling }Jnctmn.
Write a C Program to generate student mark list using array o st'ructures.
7. Write a C Program to create and process the slfrdcnt' mark list using file.
8  Write a C Program to create and process pay bill using file. et
9. Write a C Program to create and process inven!ﬂ'f}’ cgntrol. using file.
10. Write a C Program to create and process electricity bill using file.
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AS 1: Mathematical Foundations-I o
(Hours : 4 —Credits : 4)

UNIT-I : The Foundations: Logic and Proofs: Propositional Iogig = /’\ppli(.:al-ionis’m'm
Propositional logic — Propositional equivalences — (Exclude Proposumnai S&[ISflabllIly.‘r
Applications of satisfiability, Solving satisfiability problems, and its related problems) — ™

Predicates and Quantifiers — Rules of inference. O

UNIT-II : Relations: Relations and their properties — Representing relations — Closures of
relations — Partial orderings (Theorems statement only; Exclude lexicographic ordering -
Exclude Lattices). L

UNIT-III : Counting: The basic of counting - The pigeonhole principle -- Permutation and &-
Combinations — Applications of recurrence relations — Solving recurrence relations — Divide
and Conquer algorithms and recurrence relations, (All theorems and Results statement only). €.

UNIT-IV : Graphs: Graphs and Graphs models, (Excluding Biological networks; €&~
Tournaments; all its related examples and problems) — Graph terminology and special types
of graphs — Representing graphs and Graph isomorphism — Connectivity (paths —
connectedness in undirected graphs — paths and isomorphism — co unting paths between
vertices ) — shortest path problems. '

W‘T—V g Mgtriccs: Introduction — operations — inverse — Rank of a matrix, solution of &~
simultaneous linear equations — Eigen values and Eigen Vectors, c_f

=aean' i

Text Books:
&
I. Discrete Mathematics and ts applications, Seventh Edition, Kenneth.H.Rosen !

Mc Graw Hill Publishing Company, 2012, ’ i o 1

2. Discrete Mathematics, M.Venkataraman, N.Sridharan and N.Chandrasekaran, The S

!
National Publishing Company, 2009. X
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: inar] The fields ‘Mark@-
Seminar and Total marks (Test average + Assignment + Seminary The

d should
‘Mark2’, ‘Mark3* should not allow the user to enter a mark greater ﬂli-lszisni::em’ *©
display proper message in such case. Similar constraint for the field g

marks and for the field ‘Seminar’. it is 10 marks. e

: ¢ the
2. Create a table showing names of authors of at least 10 different books, title of books, <

prices of these books. name of publishers and year of pub}i(':alion. Also (.:reate Selfatct,_a
Action and Cross-tab queries to display the records from this table meeting the criteri C

used in these queries.

ata directly into this form. The fields required are: Basic Pay.

<
&

3. Create a form to enter the d
DA, HRA, Gross salary, PF, Income tax and Net salary.

4. Create a report that displays the customer name, address, phone number, Item code,
product quantity of the customers whose orders have been pending for over a month.

C83: Data Structures and Computer Algorithms
(4 Hours - 4 credits)

UNIT - I : Introduction and Overview — Introduction — Bas:ic Terminolo_gy; Elementz
Data Organization — Data Structure Operations — Complexity of Algorithms — Oty

Asymptotic Notations for Complexity of Algorithms:

Arrays — Introduction — Linear Arrays — Representation — on Linear Arrays in Memors
Traversing Linear Arrays — Inserting and Deleting — Sorting: Bubble Sort — Searching; Line
Search — Binary Search — Multidimensional Arrays. Linked List — Introduction — [in}
Lists — Representation of Linked Lists in Memory — Traversing a Linked List — Memo
Allocation; Garbage Collection — Insertion into a Linked List — Deletion from a Linked list

UNIT-II : Stack: Introduction — Stacks — Array Representation of Stacks — Linid
Representation of Stacks — Re cursion - Tower of Hanoi - Imple mentation of Recursi

Procedures by Stacks - Queue —Linked Representation of Queues — D — Queue. {

UNIT- III : Trees — Introduction — Binary Trees — Representing Binary Trees in memor;
Traversal Binary Tree — Traversal algorithms using Stacks — Header Nodes; Threads — Bin
Search Trees — Searching and Inserting in Binary Search Trees — Deleting in a Binary Sea

Trees.

Graphs - Introduction — Graph Theory - Terminology - Sequential Representations of Gr
— Adjacency Matrix; Path Matrix — Warshali’s Algorithm; Shortest Paths.

UNIT- IV : Algorithms: Introduction: What is an Algorithm? — Algorithm Specificatic

Performance Analysis — Divide and Conquer: General method — Binary Search — Finding
T redemintmum -~ Merge Sort — Quick Sor — Selection —Strassen’s M:

Greedy Method : General Method — Knapsack problem — job Sequer
~ Minimum cost spanning trees: Prim’s Algorithm — Kruskal Algorit}
= on tapes — Optimal merge patterns — single source shortest path.

10
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- Data Organization — Data Structife Operations — Complexity of Algorithms — Othe:

_ Procedures by Stacks - Queue —Linked Representation of Queues — D — Queue. A i

s
« 3 o1

CS3: Data Structures and Computer Algorithms &
(4 Hours - 4 credits) o i

UNIT - I : Introduction and Overview — Introduction — Basic Terminology; Elementar;

o

Asymptotic Notations for Complexity of Algorithms.

Arrays — Introduction — Linear Arrays — Representation — on Linear Arrays in Memory -
Traversing Linear Arrays — Inserting and Deleting — Sorting: Bubble Sort — Searching; Linez
Search — Binary Secarch — Multidimensional Arrays. Linked List — Introduction — Lmke:i
Lists — Representation of Linked Lists in. Memory — Traversing a Linked List — Memor. "
Allocation; Garbage Collection — Insertion into a Linked List — Deletion from a Linked list.

UNIT-II : Stack: Introduction — Stacks — Array Representation of Stacks — Lmk.ef-‘?
Representation of Stacks — Re cursion - Tower of Hanoi - Imple mentation of Recursii:;

bl ) 0 SEEIB (L b e :
UNIT- III ; Trees — Introduction — Binary Trees — Representing Binary Trees in memory -
Traversal Binary Tree <-lraversal algorithms using Stacks — Header Nodes; Threads — Binar:
Search Trees — Searching and Inserting in Binary Search Trees — Deleting in a Binary Searc
Trees. } i

G;raphs?:'— Introcfuction L Graph Theory - Terminology — Sequential Representations of (;'jrap':
— Adjacency Matrix; Path Matrix — Warshall’s Algorithm; Shortest Paths. ’-

UNIT- IV : Algorithms: Introduction: What is an Algorithm? — Algorithm Specification
Performance Analysis — Diside and Conquer: General method — Binary Search — Finding !
Jrn,axi__mt;‘m and ;minimum — Merge Sort — Quick Sort — Selection —Strassen’s Matri
Mulpifprion, ;" o BB AR

UNIT—V :.The.-Grcedy Method : General Method — Knapsack problem — Job Seqﬁancir
with deadlines —?‘—-_-h:liuimum cost spanning trees: Prim’s Algorithm — Kruskal Algorithn)
Opur_na; Storage omtapes — Optimal merge patterns — single source shortest path. |

10
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* User Quota Management
* Installation of RPM soft '
ware and Zippi
» Configuring RAID S
» Configuring Web server

CS87: Digital Principles and Computer Organization
(Hours : § — Credits : 4) 3

UNIT-I : : :
dcciran ; {\I_umhcr Sy stcm:_i and Codes: Binary Number system - Binary to decimal —
Di ifarl LO "“‘1.“"‘}’ = hcxg decimal — ASCII code — Excess-3 Code — Gray code. .

g ogic: The Basic Gates — NOT, OR, AND - Universal Logic Gites — NOR, NAND.

g:};(])‘;{". : ’(r?:ulz;h:ngltorml Logic Circuits: Boqlezm Laws and Theorems. - Sum of Products
e 11 able to Karnaugh Map — .Pall‘&‘?, Quads, Octets — Don’t Care Conditions-
oduct-of sums method -Product-of sums Simplifications. PC
Dat_a Processing Circuits: Multiplexers — Demultiplexers-1-of-16 Decoder — BCD-to-
decimal Decoders — Seven-segment Decoders — En coders — Ex clusive-OR Gates- Parity

Generators and Checkers.

UNIT-III :_Arithmetic Circuits: Binary Addition- Binary Subtraction — 2’S Complement
Representation - 2’s Complement Arithmetic — Arithmetic Building Blocks- Adder-
Subtractor o

Fl'ip—FIops-RS Flip-Flops-Gated Filp-Flops—Edge-triggqréd RS Flip-Flops-Edge-triggcred D
Flip-flops--Edge-triggered JK Fli p-Flops-JK Master Slave Flip-flops. o

Serial In-Serial Out — Sﬁrial In-Parallel Out — Parallel In-

UNIT-IV: Types of Registers —
Counter.

Parallel Out — Ring Counter —Ripple Counter — Synchronous
UNIT-V: Instruction Codes — Computer Register — Computer Instructions — Timing and
Control — Instruction Cyele. Control Memory — Address Sequencing — General Register
Organization — Stack Organization — Instruction Formats — Data Transfer and Manipulations -

Addressing Modes — Program Control.

Text Books:
Donald P Leach, Albert Paul Malvino,

ples and Applications —
Education, 3™ reprint 2015.

1. Digital Princi
gt cdition , Mc Graw Hill

31 Edition-

Goutam Saha,
2. Computer System Architecture, M. Morris Mano, Pearson Education,

2007
Unit I Textbook 1 Chapters 5: (5.1 10 5.9) and 2: (2.1 t0 2.3)
Unit IT Textbook | Chapters 3: (3.1 to 3.8)and 4: (4.110 4.7)
Dnit 11 Textbook 1~ Chapters 6: (6.1 to 6.8) and 8: (8.1 t0 8.5,8.8)
Unit IV Textbook 1 Chapters 9: (9.1 to 9.6) and 10: (10.1,10.3)
UnitV Textbook 2 Chapter 5:(5.1t05.5) ,7:(7. 1,7.2) and

Chapter 8 (8.1t0 8.7)

15







2.0 i . : .
peration Research, R.Sivarethinamohan, Tata Mc Graw Hill, 2005.

3. Operatjons Research
€l \éscarch — An Introduction by Hamdy A i
Edltmwig Kindersley Pvt, [.id., Noida.ylndiu, 2{:‘;1 2 ok

5
SBS3: Lab 6: Multimedia

. (2 hours - 2 Credits
Photoshop g 1ts)

1. Basic tools used in Photoshop. ™\

2. Design an ilt1agc by cutting the objects from 3 files and organize them in a single file

and apply feather effects.

Dcm:gn an image by applying mirror effect.

DcsEgn an Emagc by extracting flower only from given photographic image.

Dcs!gn an image by applying Text and Transform Tool.

::emgn an image by using patch or healing brush tool to remove damaged parts of an
age. '

Dcsfgn an image by applying Color Balance to change the color of an image.

Design an image by applying Lighting Effect Filter.

9. Design an image by applying Blending options to make a text effect.

10. Design an image by applying rainbow effect.

11. Design an image by applying text masking effect.

12. Design a college id card using any tools.

13. Design a banner for your college with images and text.

LS

o v A

oo~

Flash

Basic tools used in Flash.

Develop a Flash application using motion tween.

Develop a Flash application using shape tween.

Develop a Flash application for ball bouncing using motion guide path.
Develop a Flash application for masking effect.

Develop a Flash application using layer based animation.

Develop a Flash application to represent the growing moon.

Write action script to play and stop an animation.

Create an appealing animation movie of your choice combining both Motion
tweening and Shape tweening. Also add appropriate sound effects.

N

Nl

CS§: - Ethical hacking Fundamentals
(Hours : 04 Credits: 04)

Subject Description: This subject deals with the information systems security assessment

Goals: To Iearn about iic Ethical Hacking, Attacking methodology, Web and Network

hacking, Report writing and Mitigation.

Obicctive : On successful completion of this subject the students should have understood

basic of Hacking and Penetration
UNIT-1 : {ntroduction to Ethical Hacking — Ethical Hacking — Differc?nce betwe:en
hacking and ethical hacking - Hacking Methodology - Process of Malicious Hacking -
Foot printing and Scanning- Enumeration - System Hacking and Trojans and Black Box Vs
White Box Techniques.

17







CS10: Data Communication and Computer Networks
(5 Hours ~ 4 Credits)

chtIv;roril;s lfifl':a(':‘[l:i::l,sna; &‘\S]:lrlgf zlmtory = qulicalions - ComputFr Networks — Categories of
OS! Model ~ TCP/P Acchi :::21 ::es grgamzatfons_ - thwgrk Architecture — Ope_n $ysterns and
Analysis — Analog and Digital Data 'Trazsn:xﬁlsl;?(;zafﬁ :!“ ;:t:!a nn(; gataOthl‘al_tsmls?]t‘om i
Media — Wireless Communications — Data Transmissi ; II; ol H% e auond— relmsm;‘ssEon
Mulantie | . : mission Basics — Transmission Mode — Interfacing
o tplexing. Error Detection and Correction: Types of Errors — Error Detection — Error
orrection.

Data Link Control and Protocol Concepts: Flow Control — Error Control — Asynchronous
Protocols — Synchronous Protocols — Hi gh-Level Data Link Control (HDLC).

UNI'T-II ¢ Local Arca Networks: Types of Networks and Topology —LAN Transmission
Equipment — LAN Installation and Performance.

Etherneti IEEE Standard 802.3 Token Bus: IEEE Standard 802.4 Token Ring: IEEE Standard
802.5 — Fiber Distributed Data Interface (FDDI) — Distributed Queue Dual Bus (DQDB): IEEE
Sla,‘“d“rd 802.6 — LAN Operating Systems and Protocols — Ethernet Technologies.

\}’ld'e Area Networks: WAN Transmission Methods — WAN Carrier Types — WAN Transmission
Equipments — WAN Design and Multicast Considerations — WAN Protocols.

UNIT-III: Integrated Services and Routing Protocols: Integrating Services — ISDN Services —
ISDN Topology — ISDN Protocols — Broadband ISDN — Asynchronous Transfer Mode (ATM) —
Principal Characteristics of ATM — Frame Relay — Comparison of ISDN, ATM and Frame Relay.
Wireless LANS: WLAN Applications — W ircless LAN Requirements — Planning for Wireless
LLANs — Wireless LAN Architecture — IEEE 802.11 Protocol Layer — IEEE 802.11 Physical Layer —
Designing the Wireless LAN Layout — WAP Services.

UNIT-1V ; Internet Working: Principles of Internet Working — Routing Principles — Internetwork
Protocols (IP) — Shortcomings of IPv4 — IP Next Generation.

TCP Reliable Transport Service: Transport Protocols — The Service TCP Provides to
Applications — End —to-End Service and Datagrams — Transmission Control Protocol — User
Datagram Protocol. _

Unit- V: Network Applications: Client-Server Model — Domain Name System (DNS) — Telnet —
File Transfer and Remote File access — Electronic Mail — World Wide Web (WWW)

Network Management: Goal of Network Management — Network Management Standards —
Network Management Model — Infrastructure for Network Management — Simple Network
Management Protocol (SNMP).

L

Text Book :
Data Communications and Computer Networks, Brijendra Singh ,Second Edition, PHI, 2006.

2 Unit I :  Chapters 1,2,3,5
~ Unitlf . : Chapters6,7
Unitlll = Chapters8,9
Unitlv. : Chaprers 10,11
Unit V :  Chapter 12

RN

ctworks, Andrew S Tanenbaum, 4* Ed, Prentice Hall of India, 2006.
ions and Computer Networks , Prakash C. Gupta, Prentice Hall

tallings, PHI, 2007.
uz A. Forouzan, TMH, 2005.
S Godbole, TMH,2005.







4) To print student table using k
€ H =
(whether it is present or notg). ¥ and value pairs and search particular student umber

5) To :llustrgte user defined function (define all function type)
1. Functfon without input argument and no return vaﬂuep .
2. Funct!on without input argument and return value,
3. Function with input argument and no return value.

4. Func_t.ion with input argument and return value.
5. Function with default argument.

- -_ - — -

g) ?} ﬁnld factorial of the given number using recursion.
8; “;} (‘:1 cull?;; nCr using include command to include the factorial function.
) _ rite a program to store current date-time in a COOKIE and display the ‘Last visited

on’ date-time on the web page u : :
: ; pon reopening of the same .
manipulation. EERng page. To perform string

9) To process personal details using File.
10) To design an student mark database using HTML Form and process using PHP.

-

CS11: Relational Database Management Systems
(5 Hours- 4 Credits)

| UNIT-I : Overview of database systems: Managing Data — A Historical Perspective — File
Systems Versus a DBMS — Advantages of a DBMS — Describing and Storing Data in a DBMS —

Queries in a DBMS — Transaction Management — Structure of a DBMS — People Who Work with

Databases. J

Introduction to database design: Database Design and ER Diagrams — Entities, Attributes, and

Entity Sets — Relationships and Relationship Sets — Additional Features of ER Model — Conceptual

Design with the ER Model. :

' UNIT-I} : The relational model: Introduction to the Relational Model — Integrity Constraints over
Relations — Enforcing Integrity Constraints — Querying Relational Data — Logical Database Design:

' ER to Relational - Introduction to Views — Destroying / Altering Tables and Views.

Relational algebra and calculus: Preliminaries — Relational Algebra: Selection and Projection —

' Set Operations ~Renaming — Joins - Division Relational Calculus: Tuple Relational Calculus —
Domain Relational Calculus.

} UNIT-UI : SQL querics, constraints, triggers: The Form of a Basic SQL Query - UNION,
INTERSECT, and EXCEPT — Nested Queries — Aggregate Operators — Null Values — Complex
Integrity Constraints in SQL — Triggers and Active Databases — Designing Active Databases
UNIT- IV: Schema refinement and normal forms: Introduction to Schema Refinement —

" Functional Dependencies — Reasoning about FD's — Normal Forms — Properties of Decompositions
_ Normalization — Schema Refinement in Database Design — Other Kinds of Dependencies.
UNIT-V: Overview of transaction management: The ACID Properties — Transactions and
Schedules — Concurrent Execution of transactions — Lock Based Concurrency Control —

* Performance of Locking — Transaction Support in SQL — Introduction to Crash Recovery.
Security and authorization: Introduction to Database Security - Access Control — Discretionary
- Access Control — Mandatory Access Control — Security for Internet Applications — Additional Issues

Relat Security. i _ - :
- Management Systems, Raghu Ramakrishnan and thanne_s Gehrke, Mc Graw
Edition, 2003.
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Reference Books:
1. Aaron Philipp. David Cowen. Chri :
SitO . . Chris Davis, “Hacking Expos A
Pub: Mc Graw Hill-2011, 1 acking Exposed Computer Forensics ,
2 g
i f_\(:ﬁznl Maréc_?h'. lr Doug Mcncndcz, “Cyber Forensics: A field manual for
CRCLPI:ES; 236‘_;‘.‘“““9-- preserving evidence of computer crimes”. Second Edition,
Bill N.elso.n. Ameclia Pl!illips. Christopher Steuart, “Guide to Computer Forensics and
Investigations, Processing Digital Evidence”, dth edition, Delmar Cengage Learning,
28 Oct 2009.
4. L‘}"}' Dfi“ifﬂ. Lars Daniel, “Digital Forensics for Legal Professionals - Understanding
Digital Evidence from the Warrant to the Courtroom”, 1* edition, Syngress, 14

QOctober 2011,

tad

CS13: Software Engineering
(Hours.: 05 Credits :04)

UNIT-1 : ln_njoduction to Software Engincering: Some Definitions — Some gize factors — Quality
and Produc;tmty Factors — Managerial Issues. Planning 2 Software Project: Defining the Problem
— Developing a Solution Strategy — Planning the Development Process — Planning an Org.an'lmtionai

Structure — Other Planning Activities.

Factors — Software Cost Estimation

UNIT-II : Software Cost Estimation: Software Cost
are Maintenance Costs.

Techniques — Staffing-Level Estimation — Estimating Softw

ents Specification —

UNIT-III : Software Requirements Definitions: The Software Requirem
Specification.

Formal Specification Techniques — Languages and Processors for Requirements

UNIT-TV: Software Design: Fundamental Design Concepts — Modules and Modularization Criteria
—‘Desig:‘-. Natations — Design Techniques — Detailed Design Copsiderations — Real-Time and
Distributed Svstem Design — Test Plans — Milestones, Walkthroughs, and Inspections - Design

Guidelines.

UNIT-V : Verification and Validation Techniques: Quality Assurance — Static Analysis —
al Verification.

Symbolic Execution — Unit Testing and Debugging — System Testing = Form:
Software Maintenance: Enhancing Maintainability During Development — Managerial Aspects of
Software Maintenance — Configuration Management — Source-Code Metrics — Other Maintenance

Tools and Techniques.
Text book : :
Software Engineering Concepts, Richard Fairley, Tata Mc Graw Hill Publishing Company Limited.
New Delhi, 1997.

Unit 1 . Chaptersz 1.1 - 1.4,2.1-2.5

Unit I . Chapters: 3.1- 34

UnitIIl  :  Chapters: 4.1-43

UnitTV @ Chapters: 51-59

Unit V . Chapters: 8.1, 83-8.7,9.1-95
Reference Books : _

a Pvt. Ltd., New Delhi, 2009.

cering — K.L.James, Prentice Hall of Indi

1. Software Engin
Rajib Mall, Prentice Hall of India Pvt. Ld.,

2 Fundamentals of Software Engineering —
New Delhi, 2003.
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SRR Analysis and risk Man
Risk, RlSk M&mmnt - Risk @ i
Need for Risk Assessment - Risk A
Mitgation Techniques. g

UNIT-V : Introd :
Bushhess: Munm':;“:‘i‘ g immebomm ~ Application Security, Logal & Compliance,
Shuuiy Oteriioes. 3 anagement, Cryptography, Physical & Environmental  Seeurity  and
Text Books :
‘- Mmk th “‘“‘m [ “ ¥
PN e, nation Neeurity Fundamentals', 8 rdite 2
Publications, (19 November 2013). damentals”, Second Edition, Auerbach

2. Dr. Timothy Shimeall & Jonathan Spri i
: Oy an Spring “lntreduction o Information Security « A
Strategic based approach®, 1st Edition, Syngress Publication. | s

Reference Books :

finttion of Risk | Information Se

! L Seeurity

18, Information Security Lifooyele = Risk analysis PrOCOSS =
ent Methodelogy - Risk Assessiment Components « Risk

S R e g Bt DN A Sl

1. Ronald L, Krutz, Russel Dean Vines * SP Prep Guide: g™ :

Wikes Publicaticn, 24" 4 Vines “The CISSP Prep Guide: Gold Edition™, Gold Edition,

2. Ed Tlttel Mike Chapp fé James Michael Stewart “Certified Information Systems Security
Professional, Study Guide®, oth Edition, Sybex Publication,

3. Robert Orfuli, Din Harkey and Jeri Edwards, The Essential Client/Setver Survival  Guide |
Galgotia Publications Pvt, Lid.. 2002.

ES1.2: Basic Principles of Forensic Science and Mathematics
» . (Mours : 05 Credits: 04) d

Subject Description: This course presents the properties of mattices and concepts of probability.
Goals: To enable the student to learn the mathematical foundations of computer selence.
Objective: On successtul completion of the course the student should haver

« The significance of forensic seience to human society. '
The fundamental principles and & unctions of forensic science, :
The divisions in a forensic science laboratory.
The working of the (orensic establishments in India and abroad,
‘Understood the mathematical logie grammars and languages.
Learned probability concepts.

-

UNIT-1 : History of Development of Foreasic Scicnce in India - Functions of forensic seience -
Historical aspects of forensic seience - Definitions and concepts in forensic seience - Scope of
forensic science - Need of forensie science - Basic principles of forensie seience - Frye case and

"Vv'\'-""r'-f_w

Daubert standard.
J "'. T 1\ ss in Forensic Science - Branches of Forensie Science - If_-‘qre_nsic:
o ncluding set up of INTERPOL and FBI - Duties of forensic
P s scientists - Qulifications of forensi sclenfists - Dua

‘Science Laboratories in India - Wierarchical set
+ Forensic Science Laboratories - Government
jonal Crime Records Bureau -
and Development « Directorate

ce dogs - Services of






1

UNIT-I : Data co g !

discrete and cgmi:l::::ul;u:,::,;:ﬂ;;::' _(ﬁ';ﬂlrl.licnl‘nwtllmlu < Raw data, attributes and variables,

cumulative frequency distribution Gir: T‘-_-‘Fnln}lmn of data using frequency distribution and

stem and leaf chart, less than and raphical Presentation of frequency distribution ~histogram,
) nd more than type of curyes - Numerical problems related to real

life situations.

UNIT-II : Revi iat !
Mode, Median mE‘:uf R(i“:mmn) “r.p"‘““”l’“"@ Statistics - Measures of Central tendency; Mean,
' mples - Partition values - Quartiles, Box-Plot - Measures of Dispersion:

lance, Standard Deviation, and Coefficient of Variation.

UNIT-III : o ;
rEvel e M(,:ﬂl.lu.lll (?f symmetric frequency distribution, skewness, positive and negative
! casures ol skewness — Pearson’s measure, Bowley’s measure, Bl, y1. - Kurtosis of a

frequ e : ;
lep?olf{::t)ilc drsimbulmp, measure ol !(111'{()5|5([52,72] based upon moments, type of kurtosis:
s platykurtic and mesokurtic - Numerical problems related to real life situations -

Discrete Random variable.
U L . . " - - .
NIT-IV : Correlation (for bivariate raw data) - Bivariate data, Scatter diagram - Correlation,

E(:’:SII:V? Corrc];.ni(?n, Negative Correlation, Zero Correlation - Karl Pearson's coefficient of
relation (r), limits of r (-1 < r < 1), interpretation of r, Coefficient of determination (r2), Auto-

correlation upto lags 2 — Numerical Problems — Regression — T i jcati
y S s — Regres: = f Regression — Application
of Regression Techniques. 5 Dt ik

UNIT:'V: Probability and Non Probability Methods of Statistics - Theories of Probability -
Counting Principles, Permutation, and Combination - Deterministic and non-determination
models- Random Experiment, Sample Spaces (finite and countably infinite) - Events: types of
events, Operations on events- Probability - classical definition, probability models, axioms of

probability, probability of an event.

Text Books:
1. GeofH. Givens, Jennifer A. Hoeting, Computational Statistics (Wiley Series in

Probability and Statistics), Wiley-Blackwell (18 February 2005).
James E. Gentle, Computational Statistics (Statistics and Computing), Springer; 2009

edition (14 March 2012).

()

4

Reference Books:
1. Giinther Sawitzki, Computational Statistics: An Introduction to R, 1st , Kindle Edition,

Chapman and Hall/CRC: 1 edition (26 January 2009).
2. James E. Gentle, Elements of Computational Statistics (Statistics and Computing),

Springer; Softcover reprint of the original 1st ed. 2002 edition (4 December 2010).

SBS 5: Lab 10: Python Programming
(Hours : 02 Credits: 02)

List of Exercises for Python Programming: -
' ‘Section: A (Simple programs)
1. Write a menu driven program to convert the given temperature from F ahrenheit to Celsius and
vice versa depending upon user’s choice. -
d grade of a student. Marks obtained in each of the

2. WAP to calculate total marks, percentage an
three subjects are to be input by the user. Assign grades according to the following criteria:

Grade A: Percentage >=80

Grade B: Percentage>=70 and <80
Grade C: Percentage>=60 and <70
| 27
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The significance of microscopy in visualizing tree evidence and comparing it wit

control samples,

. I 4 . ;

The fundamenial Principles on which the seience of fingerprinting is based,
. W o 1] . inthill i i i

Fingerprints are the muost infallible means of identification,

The world's first fingerprint bureau was established in India

*  The method of classifying oriminal record by fingerprints wna sorked out In India, ind
by Indians.

The physical and chemical techniques of developing fingerprints on crime scene
evidence,

* The significance of foot, palm, car an lip prints.

UNIT-I: Crimes and Criminology: De

: finition, aims and scope - Theories of criminal behavior -
classical, positivist, sociological - P

modus operandi S riminal anthropology - Crimh‘ml profiling - Understanding

perandi - Investigative sStrategy - Role of media - Flements, nature, causes arid
const."qgem?‘s ol crime - Deviant behavior - Hate crimes, organized crimes and public disorder,
dm?lcsuc violence and - workplace violence « White collar crimes Victimology - Juvenile
dcllnqu? ney - Social change and crime - Psychological Disorders and Criminality - Situational erime
P"?W“ilof! - Broad components of criminal justice system - Policing styles and principles - Police's
power of investigation - Filing of criminal charges - Community policing - Policing a heterogencous

society 3 Correctional measures and rehabilitation of offenders - Human rights and eriminal justice
system in India.

L_INI'I‘-—II: Instrumentation: Sample preparation for chromatographic and spectroscopic evidence -
Chromatographic methods - Fundamental principles and forensic applications of thin layer
_.phmmategm_phy, gas chromatography and liquid chromatography - Spectroscopic methods.
|

UNIT-TIT:  Microscopy Technique: Fundamental principles and forensic applications of
Ultraviolet-visible spectroscopy, infrared spectroscopy, atomic absorption spectroscopy, atomic
emission spectrescopy and mass spectroscopy - X-ray spectrometry - Colorimetric analysis and
Lambert-Beer law - Electrophoresis — fundamental principles and forensic applications - Neutron
activation analysis — fundamental principles and forensic applications - Fundamental principles -
Different types of microscopes — Electron microscope - Comparison Microscope - Forensic
applications of microscopy - Basic principles and applications of photography in forensic science -
3D photography - Photographic evidence - Infrared and ultraviolet photography - Digital
photography — Videography - Crime scene and laboratory photography.

 UNIT-IV: Biological Evidence: Nature and importance of biological evidence - Significance of hir

evidenice er, persistence and recovery of hair cvidence - Structure of human hair -

ci | ymerase chain reaction - historical perspective, sequence
tion of evidence - Short Tandém Repeats (STR) = role of fluorescent
triction Fragment Length Polymorphism (RFLP) - genctic markers

B e S
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and rolled fi :
ngerprints - Classificati
. ssifi
[dentification System - Signifi St Stthloguing of fingerprint record - A
- Automated Fingerprint

- 1icance ﬂr 8
porosc p = 5 S of
S atent R i li( l“ y and CdL‘.EOSCDpy Latent print Constituents
= 5 Ph iCaI '.nd i . ,
g I y V'S m S Cchanlsm Of

detectio
n o L] .
detecti of fingerprints by different developing rea
clion - > :agents - icati : :
Fing - Preservation of developed fingerprints [!; ; |f\pp]"“"“ﬂn of light sources in fingerprint
erprinting the decease s - Digital imaging for fingerpri
£ ceased - Develoni = : g ingerprint enhan %
of foot Srits. Rloiai D'LVLIUI‘lH'lg fingerprints on gloves - Impnriam;?or fonr ri::-‘mc(l?l et
static lifting of latent foot prints - Palm prnts - Lip prints Npl 5'1 435‘_‘“8
= + e ature, location,

collection and Eae)
; examinatio i : R i
historical s n of lip prints - Ear prints and their signifi _ .
storical importance. ir significance - Palm prints and their

Text Books :
| 2 Crict: ;
- DI;.\ C:wlger, Friction Ridge Skin, CRC Press, Boca Raton (1983)
- D.AL Ashbaugh, titative-Oualitative Fricti :

= | (2000)_2 Quantitative-Qualitative Friction Ridge Analysis, CRC Press, Boca

3. R.C. Nigam, L ' i '
borey gam, Law of Crimes in India, Volume 1, Asia Publishing House, New Delhi
(Chief Justice) M. Monir, Law of Evidence, 6th Edition, Universal Law Publishing Co.
Pvi. Lid.. New Delhi (2002).

3. ?.I-[. .Tam:j:s and J.J. Nordby, Forensic Science: An Introduction 10 Scientific and
nvestigative Techniques, 2nd Edition, CRC Press, Boca Raton (2005).

6. D.E. Zulawski and D.E. Wicklander, Practical Aspects of Interview and Interrogation,

CRC Press, Boca Raton (2002).

CS16: Lab 11: Web Applications Security Lab
(Hours : 06 Credits: 04)

List of Experiments:

» URL Interpretation attacks.
Input Validation attacks.
SQL Injection attacks.
Impersonation attacks.
Buffer Overflow attacks.

CS 17- SBS 4 — Biometrics
(Hours : 02 Credits: 02)

eading Technologies.

This course deals with Biometrics and L
biometric applications,

Subject Description:
of Biometrics, Leading Technologies,

Goals: To learn about Benefits

Privacy and Standards.
Objective: To inculcate knowledge on Leading Technologies and Bi

UNIT-I: Biometrics: Benefits of Biometrics versus Traditional
[dentification systems — Verification, Identification and biometric matchin

measures in biometric systems.

ometric Standards
_ Benefits of Biometrics in
g — Performance

UNIT-II: Leading Tech nologies: an — facial scan — Iris scan — Voice scan Retina scan
— components, working principles, competing technologies, strengths and weaknesses.

UNIT-III: Other Leading Technologies: Automated fingerprint identification systems -
Signature-scan - Keystroke scan - components, working principles, strengths and weaknesses.

Finger sc
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citizen identification - eriminal identification

UNIT-IV: Categorizing biometric applications - . 2
b s l‘l Physical Access/ Time/ Attendance -~ Customer facing

= Surveillance ~ PC/ Network Access w/ Ti
applications: e Commerce/ Telephony - Retail/ ATM/ Point of sale.
Assessing the privacy risks of

UNIT-V: Privacy and Standards in Biometric System Design: oG
Biometrics ~ designing privacy — sympathetic biometric systems Biometric Standards.

Text Books:

I. Samir Nanavati, Michael Thieme, Raj Nanavati, “Biometrics: Identity Vcriﬁf:ation ina
Networked World (Technology Briefs Series)”, John Wiley & Sons (12 Aprl! 2002).
2. Paul Reid, “Biometrics for Network Security”, Pearson Edtcation, New Delhi, 2004,

Reference Books:

I. John R Vacca, “Biometric Technologics and Verification Systems”, Elsevier Inc, 2007.
2. Anil K Jain, Patrick Flynn, Arun A Ross, “Handbook of Biometrics”, Springer, 2008.

CS17: Cryptography
«(Hours : 05  Credits: 04)

Subjeet Description: This course deals with an overview of Cryptography.

Goals: The goal of this paper is to make a student learn the basic concepts of Cryptography,
Algorithms, Key Management, and Encryption Techniques.

Objective: To inculcate knowledge on Cryptography and its Techniques.

UNIT-I: Introduction to Cryptography - Defining Cryptography, Privacy, Authentication, Shift
Cipher - The Confidentiality - Integrity and Availability (CIA) Triad - Cryptographic concepts -
methodologies and practices — Symmetric and Asymmetric cryptography — public and private
keys - Cryptographic algorithms and uses — Construction and use of Digital signatures.

UNIT-II: Types of Algorithms - The basic functionafity of hash/crypto algorithms (DES, RSA,
SHA, MD35, HMAC, DSA) and effects on key length concepts in Elliptical Curve Cryptography
and Quantum Cryptography.

UNIT-III: Key Management - The basic functions involved in key management including
creation — distribution — verification - revocation and destruction — storage - recovery and life span
and how these functions affect cryptographic integrity.

UNIT-IV: Application ol__’_-Cryptography - Major key distribution methods and algorithms
including Kerberos - [SAKMP etc., - Vulnerabilities to cryptographic functions - the Use and
functions of Certifying Authorities (CAs) - Public Key Infrastructure (PKI) and System

architecture requirements for implementing cryptographic functions.

Transposition Techniques — Permutation Methods - Confidentiality using conventional
{ lacement of Encryption - Symmetric and Asymmetric crypto systems — common

T




Text Books :

l \. \‘ I \‘:I ) X ¥ | my ‘\ L i €ric
. . i ASNL ht‘l‘lkli “( '\‘l L}
: » l.'. | h VLY | [ ' L4 i 1
hh“hvnu]“vul ‘ “ ricl . .“n' I 3 1 ["“Ulhl I"‘I\ ' I‘lll . AI‘I'] 1can

.It‘ll“ II" Ih‘]'ghv LT
shey, “Cryptography demveti fed' s o 5 :
September 2003). ptography demystified”, Mc Graw Hill Education (1

Reference Books :

L. Song Y. Yan, “Crvpls i
g Y. : yptanalytic attacks on RSA", Springer: Softcover repri ‘
. cover, Ist ed. 2008 edition (12 Februnry 2010), I S
2 l:::}:ld I, Tipton, “Official (ISC)2 Guide to the CISSP CBK", Second Edition —
ES2.1: Cyber Criminology
(Hours : 05 Credits: 04)

Subje srintion: Thi i
Subject Deseription: This course deals with the fundamentals of cyber Criminology.

Goals: The " this &
:'HL\- _‘l Pu..gnnl of this paper is to make a student learn the basic concepts of Criminology and
Cyber Criminology, i

Objective: On successful completion of the course the student should have understood both
mvestigative and preventative techniques.

ENIT-I : Cyber Criminology Concepts — Definitions of Cyber Crime, Cyber Criminology,
Cyber Psychology, Criminal Psychology, Offender, Victimology, Victim Assistance, GRC,

Incident Response. ‘

UNIT-1X : Understanding criminal behavior — Psychological Perspective — Theories of Personality
— Freud, Erickson, Eysenck, Theories of Motivation — Maslow, Alderfer's ERG theory, Acquired
Needs Theets (meclellan) — Theories of Learning — Reinforcement  learning, social learning,

Sutherland"s Dilferential Association Theory.
UNIT-1II: Understanding criminal behavior — So ciological Perspective —Ro bert Mertons

Anomie theory, Social Control Theories, Labelling Theory, Broken Window Theory, Shaming
and Reintegration theory, Routine Activities Theory, Rational Choice Theory.

UNIT-IV: Understanding Victim logical perspectives — Victim precipitation, Victim proneness,
victim responsiveness, — Life Style Exposure theory — Victim Assistance — Compensation and
Restitution — UN Basic Principles of the Rights of Victims of Crime and Abuse of Power.

UNIT-V: Criminal Justice System — Three Pillars of CJS — Setup, Role and Functions of State and
Central Police — F.LLR., Charge Sheet, Investigation and Investigation Procedure - Qentral I"olice
Establishments — Cyber Crime Police Stations — Courts, Types of Courts, setup and their functions —

Cyber Crime Appellate Trib unals — Sentencing.

ext Books: : p
|. Sudhir Naib, “The Information Technology Act, 2005: A Handbook”, OUP,

New York, (2011). L
2. S.R. Bhansali, “Information Technology Act, 2000”, University Book House Pvt.

Ltd, Jaipur (2003). .
3. Vasu Deva, “Cyber Crimes and Law Enforcement”, Commonwealth Publishers,

New Delhi, (2003).
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ES2.3: Mobile, Wi
,» Wireless and VOIP i
(Hours: 05 Credits: 05) gecartly

3

Goals: Knowledge on Mobi ;
| obile communication, Wi Securi i :
(VOIP) Seaurity, Mobile Forensics & Data Extr’acli-;r:lcss Seu Dl o Lot Ricione.

Objective: On successful ¢ i
:Ons s ompletion of this subject the stud
TR e ] udents should have understood
o  Wireless Security
e Voice over Internet Protocol (VOIP) Security
e e Mobile Forensics & Data Extraction
b T —_l: lntrodu.ction to Mobile communication -
Ed their Vlll.l’lcrabllitics - Gain knowledge of manageria
address Mobile and Telecommunication vulnerabilities.
UNIT-II: Wi i i
ma:a'l‘ I]_.al W:relcs_s Security - Wireless protocols and their vulnerabilities - Gain knowledge of
gerial - technical and procedural controls to address Wireless vulnerabilities.

curity - VOIP concepts.= protocols and
s to address

Mobile andTelecommunication protocols
| - technical and procedural controls to

UNIT—Il._l. Voice over Internet Protocol (VOIP) Se
vulnerabilities - Gain knowledge of managerial - technical and procedural control

VOIP vulnerabilities.
sics process including seizure

UNIT-IV : Mobile Forensics and Data Extraction - Mobile foren
memory — storage

- data acquisition types like Physical — Logical — Manual - External and Internal
- analysis using Tools and Techniques.

UNIT -V : Vulnerabilities, Threats of Mobile Devices and Counterme
Attack vectors, Overview of various Mobile Ma

defenses; Advantages and disadvantages.

asures - Understanding

|wares, Network Attacks, Mobile malware

n Security Handbook (The Morgan

Morgan Kaufmann (7 July 2009).
n, Mc Graw Hill

Text Books:
1. John R. Vacca,

Kaufmann Series in
2. Himanshu Dwivedi,

Education, February 3, 2010.
3, Jim Doherty, “Wireless and M

Publication, 2014. g

“Computer and Informatio
p

Computer Security)”
«“Mobile Application Security”, 1st Editio

obile Device Security”, st Edition, Jones and Barlett

Refe;'en ce Books:
ser, Joseph Anderson, Jaya Nampalli,

a Nykamp, Mary Hel
and Recover your devices”, reprint

1. Timothy Speed, Darl
“Mobile Security: How to Secure, Privatize,
edition, Packt Publication, 2013.
2. Stephen Fried, “Mobile Device Security: A comprehensive guide to securing your
Information in a Moving World”, Jllustrated edition, Taylor & Francis Publication,

2010.
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SBS 6: Quantitative Aptitude
(Hours ;: 02 Credits : 02)

UNIT-I : Numbers - HCF & 1.CM of numbers — Decimal Fractions
UNIT-II : Square roots and Cube roots- Average — Problems on ages.
UNIT-III : Percentage — Profit and Loss — Ratio and Proportion.
UNIT-IV : Time and Work — Ti ime and Distance.

UNIT-V : Simple Interest Compound Interest.

Text Book:

Quantitative Aptitude, R.S. Aggarwal, S. Chand & Company Ltd, New Delhi,Reprint 201 I
Un?t I ¢ Page nos. 3-29, 30-45, 46-66

Un.ll I1 :  Pagenos. 117-138, 139-160, 182-194

L!nft 1l : Page nos. 208-250, 251-293, 294-310

Un!t IV : Pagenos. 341-370, 384-404

Unit V ! Page nos. 445-465, 466-486

Reference Books:

I.Quantitative Aptitude and reasoning, R.V. Praveen, PHI Learning, 2™ Edition 2013,
2.Magical book on Quicker Maths, M.Tyra, BSC Publishing Co. Pvt.Ltd, Delhi. Reprint, 2011.
3.Quantitative Aptitude for Competitive Exams, Abhijit Guha, 4™ Edition, Tata Mc Graw Hill

Company, New Delhi.

NME-2: Introduction to Internet
(Hours : 02  Credits :0 2)

UNIT- : Introduction to internet: Internet- Growth of Intemnet and ARPA Net - Owners of the
Internet -Anatomy of Internet — History of WWW - Basic Intemet Terminologies — Net etiquette -
[nternet Applications - Commerce on the Internet — Governance on the Internet - Impact of Internet

om Society. = TCP/IP Internet Technology and Protocols: Packet Switching Technology -
Imernet Protocols - TCP/IP — Router - Internet Addressing Scheme- Machine Addressing - E-mail

Addresses — Resource Addresses.

UNIT-II : Interconnectivity: Connectivity types - Setting up a connection - Hardware
requirements-Selection of.a modem - Software requirements — Internet accounts by ISP-ISDN-
Protocol options-Service options. Internet Network: Network Definition-Common terminologies —
Node - Host- Workstation -Network Administrator - Network security - Network Components —
Servers — Client- Server- Communication Media - Types of Networks - Addressing in Internet —

DNS - Network topologies — Ethernet — FDDI - ATM.
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